Buffer Overflow Semantic template

<]_'\ [CVE Description]: Off-by-one error in the toAlphabetic function in

CVE-2010-1773

SOFTWARE-FAULT

rendering/RenderListMarker.cpp

[Change Log Issue Description]: The math was slightly off here, and we wound up

trying to access an array at index -1 in some cases

[Change Log Fix Description]: We need to decrement numberShadow rather than
subtracting one from the result of the modulo operation

[Code Change for Fix] : Line 105 decrement (--numberShadow;) and remove the
subtraction of one in Line 106 (sequence [numberShadow %

sequenceSize];)
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[Change Log Issue Description]: ....trying
to access an array at index -1 ...

[Code] : Missing validation of array size
in Line 106 (sequence [numberShadow
% sequenceSize];)
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[Change Log Issue
Description]: ........ trying
to access an array at
index -1 in some cases
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[Change Log Issue Description]:
........ trying to access an array at
index -1
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rendering....

v,

IMPROPER-ACCESS-OF-
INDEXABLE-RESOURCE #118

J S

CAN-PRECEDE

CONSEQUENCES

WRITE-WHAT-WHERE
CONDITION
#123

[CVE Description]: ....cause a
denial of service .....or possibly
execute arbitrary code

[CVE Description]: ....allows
remote attackers to obtain
sensitive information...
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