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Injection Semantic template

[CVE Description]: Cross-site scripting (XSS) vulnerability…allows 
remote attackers to inject arbitrary web script or HTML

[Change Log Fix Description]: HTML Entity Escape the contents 
of a textarea node…

[Code Change for Fix] : Line 410 if condition to check for a 
textarea tag  if(parent->hasTagName(textareaTag))) 
and escape the contents on Line 411 
(appendEscapedContent(result, ucharRange(node, 

range), documentIsHTML);)

1

[Issue Tracking Discussions]: 
…node.innerHTML of a textarea, 
the chars inside are not encoded
properly….
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[Issue Tracking Discussions]: 
…node.innerHTML of a textarea, 
the chars inside are not encoded
properly….
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[Change Log Fix Description]: HTML 
Entity Escape the contents of a textarea
node when accessed via the innerHTML
and outerHTML node properties.

[Chrome Release Announcement]: XSS 
in innerHTML property of textarea
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[CVE Description]: …allows remote attackers to 
inject arbitrary web script or HTML

[Issue Tracking Discussions]: …problem when 
they decompile innerHTML. This can be abused
to create XSS attacks.….
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[CVE Description]: Cross-site 
scripting (XSS) 
vulnerability…allows remote 
attackers to inject arbitrary 
web script or HTML
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