CAN-PRECEDE

Injection Semantic template CVE-2010-2301

N
G\ [CVE Description]: Cross-site scripting (XSS) vulnerability...allows

SOFTWARE-FAULT remote attackers to inject arbitrary web script or HTML

[Change Log Fix Description]: HTML Entity Escape the contents
of a textarea node...

[Code Change for Fix] : Line 410 if condition to check for a
textarea tag if (parent->hasTagName (textareaTag)))
and escape the contents on Line 411
(appendEscapedContent (result, ucharRange (node,
range), documentIsHTML) ;)

\.

FAILURE TO

PRESERVE
GENERATED WEB FAILURE TO SANITIZE
PAGE STRUCTURE USER INPUT OF SYNTAX
#79-87 #113 THAT HAS IMPLICATIONS

IN'A DIFFERENT PLANE
#74 #94 #99 #138

#442 #692 #644

[Issue Tracking Discussions]:
...node.innerHTML of a textarea,
the chars inside are not encoded
properly....

IMPROPER
ENFORCEMENT OF MESSAGE
OR DATA STRUCTURE

#1707

IMPROPER-INPUT-
VALIDATION
#20 #554

[Issue Tracking Discussions]:
..node.innerHTML of a textarea,
the chars inside are not encoded
properly....

IMPROPER CLEANSING
AND CANONICALIZATION
#171

AN-PRECEDE
S ¢ RESOURCE/LOCATION

WEAKNESS

scripting (XSS)

vulnerability...allows remote
attackers to inject arbitrary

web script or HTML

[CVE Description]: Cross-site

ELEMENTS OF USER-
CONTROLLED DATA
HAVE IMPLICATIONS IN A
DIFFERENT PLANE
#74

OCCURS-IN

CAN-PRECEDE

CAN-PRECEDE

CONSEQUENCES

[CVE Description]: ...allows remote attackers to
inject arbitrary web script or HTML

[Issue Tracking Discussions]: ...problem when
they decompile innerHTML. This can be abused
to create XSS attacks.....
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[Change Log Fix Description]: HTML
Entity Escape the contents of a textarea
node when accessed via the innerHTML
and outerHTML node properties.
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