
CWE-74: FAILURE TO 

SANITIZE DATA INTO A 

DIFFERENT PLANE

('INJECTION')

CWE-20 

IMPROPER 

INPUT 

VALIDATION

CWE- 75 FAILURE TO 

SANITIZE SPECIAL 

ELEMENTS INTO A 

DIFFERENT PLANE

(SPECIAL ELEMENT 

INJECTION) 

CWE- 94 FAILURE TO 

CONTROL 

GENERATION OF 

CODE ('CODE 

INJECTION')

CWE- 79 FAILURE TO 

PRESERVE WEB 

PAGE STRUCTURE 

('CROSS-SITE

SCRIPTING')

CWE- 93 FAILURE 

TO SANITIZE CRLF 

SEQUENCES ('CRLF 

INJECTION')

CWE- 91 XML 

INJECTION (AKA 

BLIND XPATH

INJECTION)

CWE- 138 

IMPROPER 

SANITIZATION 

OF SPECIAL 

ELEMENTS

CWE- 99 IMPROPER 

CONTROL OF 

RESOURCE IDENTIFIERS 

('RESOURCE INJECTION')

CWE- 89 IMPROPER 

SANITIZATION OF 

SPECIAL ELEMENTS 

USED IN AN SQL

COMMAND ('SQL 

INJECTION')
CWE- 90 FAILURE 

TO SANITIZE DATA 

INTO LDAP 

QUERIES ('LDAP 

INJECTION')

CWE- 88 

ARGUMENT 

INJECTION OR 

MODIFICATION

CWE- 77 IMPROPER 

SANITIZATION OF SPECIAL 

ELEMENTS USED IN A

COMMAND ('COMMAND 

INJECTION')

CWE- 76 FAILURE TO 

RESOLVE EQUIVALENT 

SPECIAL ELEMENTS INTO A

DIFFERENT PLANE

CWE- 624 

EXECUTABLE 

REGULAR 

EXPRESSION ERROR

CWE- 78 IMPROPER 

SANITIZATION OF SPECIAL 

ELEMENTS USED IN AN OS

COMMAND ('OS COMMAND 

INJECTION')

CWE- 652 FAILURE TO 

SANITIZE DATA WITHIN 

XQUERY EXPRESSIONS 

('XQUERY INJECTION')

CWE- 643 FAILURE TO 

SANITIZE DATA WITHIN XPATH

EXPRESSIONS ('XPATH

INJECTION')

CWE- 96 IMPROPER 

SANITIZATION OF 

DIRECTIVES IN 

STATICALLY SAVED 

CODE ('STATIC 

CODE INJECTION')

CWE- 627 

DYNAMIC 

VARIABLE 

EVALUATION

CWE- 95 IMPROPER 

SANITIZATION OF 

DIRECTIVES IN DYNAMICALLY 

EVALUATED

CODE ('EVAL INJECTION')

CWE- 116 IMPROPER 

ENCODING OR 

ESCAPING OF OUTPUT

CWE- 113 FAILURE TO 

SANITIZE CRLF 

SEQUENCES IN HTTP 

HEADERS ('HTTP 

RESPONSE SPLITTING')

CWE- 184 

INCOMPLETE 

BLACKLIST

CWE- 456 

MISSING 

INITIALIZATION

CWE- 621 

VARIABLE 

EXTRACTION 

ERROR

CWE- 692 

INCOMPLETE 

BLACKLIST TO 

CROSS-SITE 

SCRIPTING

CWE- 619 

DANGLING 

DATABASE 

CURSOR 

('CURSOR 

INJECTION')

CWE- 565 RELIANCE ON 

COOKIES WITHOUT 

VALIDATION AND

INTEGRITY CHECKING

CWE- 564 SQL 

INJECTION: 

HIBERNATE

CWE- 554 

ASP.NET 

MISCONFIGURATI

ON: NOT USING 

INPUT

VALIDATION 

FRAMEWORK

CWE- 181 

INCORRECT 

BEHAVIOR ORDER: 

VALIDATE BEFORE 

FILTER

CWE- 180 INCORRECT 

BEHAVIOR ORDER: 

VALIDATE BEFORE

CANONICALIZE
CWE- 87 :FAILURE TO 

SANITIZE ALTERNATE XSS 

SYNTAX

CWE- 85 : DOUBLED 

CHARACTER XSS 

MANIPULATIONS

CWE- 84 : FAILURE TO 

RESOLVE ENCODED URI 

SCHEMES IN A WEB PAGE

CWE- 83 : FAILURE TO 

SANITIZE SCRIPT IN 

ATTRIBUTES IN A WEB PAGE

CWE- 82 IMPROPER 

SANITIZATION OF SCRIPT IN 

ATTRIBUTES OF

IMG TAGS IN A WEB PAGE

CWE- 80 IMPROPER 

SANITIZATION OF SCRIPT-

RELATED HTML

TAGS IN A WEB PAGE (BASIC 

XSS)

CWE- 86 : FAILURE TO 

SANITIZE INVALID 

CHARACTERS IN IDENTIFIERS 

IN WEB PAGES

CWE- 81 IMPROPER 

SANITIZATION OF SCRIPT IN 

AN ERROR MESSAGE WEB 

PAGE

CWE- 182: 

COLLAPSE OF 

DATA INTO 

UNSAFE VALUE

CWE- 183 

PERMISSIVE 

WHITELIST

CWE- 185 

INCORRECT 

REGULAR 

EXPRESSION

CWE-186: OVERLY 

RESTRICTIVE 

REGULAR 

EXPRESSION

LEGEND

CAN PRECEED

(DEVELOPMENT  VIEW)

CAN PRECEED

(RESEARCH VIEW)
CHILD OF

(RESEARCH VIEW)

PEER OF

(RESEARCH VIEW)
WEAKNESS IN

DEVELOPMENT VIEW
WEAKNESS ADDED IN 

RESEARCH VIEW

CHILD OF

(DEVELOPMENT VIEW)
WEAKNESS  DISCOVERED USING 

KEWORDS OR EXPLORATION

CWE- 644 IMPROPER 

SANITIZATION OF 

HTTP HEADERS FOR

SCRIPTING SYNTAX


